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Legal Reliability:

Create electronic documents that are admissible in court

Thanks to stringent legal reliability mechanisms

There is a lot of confusion around documents that are signed electronically. Remove all doubt
with Notarius’ solutions. Even judges use our solutions to ensure that their documents are legally receivable.

The legal reliability of a signed document is based on 4 criteria:

Identity: A way to identify signers

Authenticity: Proof that the signers are actually the people who have signed the document
Integrity: Mechanisms for detecting if someone has tampered with the document
Longevity: Ability to verify signatures for years to come

Analysis of a document signed in ConsignO Cloud
Validate signatures in Acrobat Reader
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Signature image :

Does not provide any
protection to the document

* 100 % Canadian | @ PIPEDA-COMPLIANT

ConsignO Cloud

Audit trail
Signature project
Project name Contract
Date project created 2022/08/30 at 15:46:14 UTC
n Project created by Noah Lambert <noah.lambert@notarius.com>
Number of documents 1
Audit trail created on 2022/08/30 at 15:52:02 UTC
Files
PDF files attached to this audit trail
Type Name Pages PDF-A Digital Fingerprint (MD5) Upload date
conformity
Original  contract-1page.pdf 1 Aucune 8f926d492e854b20887392414d5fa618  2022/08/30 at
15:45:33 UTC
E Final contract-1page.pdf 1 PDF/A-3b d9de76c2d9e8c4eebf07237ce60adal30

n Signers

Name Type First factor Second factor

Noah Lambert CertifiO digital signature (CertifiO - Empl.) noah.lambert@notarius.com  SMS: +1 438-378-8942

Jennifer Lambert Trusted electronic signature jennifer.lambert123456789@g SMS: +1 514-506-5086
mail.com

Signatures

File name Zones Email address

contract-1page.pdf 1 noah.lambert@notarius.com

contract-1page.pdf 1 jennifer.lambert123456789@g
mail.com

Trail

Date and time Individual Action P Details

Scan the QR code to
try ConsignO Cloud
free for 30 days

>

Audit log generated by
ConsignO Cloud

2022/08/30 at Noah Lambert PDF upload 104.221.100.193  contract-1
15:45:33 UTC byte(s).
2022/08/30 at Noah Lambert System signature  104.221.100.193 File contre
15:45:33 UTC Notarius ¢
2022/08/30 at Noah Lambert Creation of project 104.221.100.193 Project Cc
15:46:14 UTC UID 630e:
2022/08/30 at Noah Lambert Terms of use of the 104.221.100.193 Accepted
15:46:15 UTC system
KEY DEFINITION CRITERIA
1 CertifiO digital signature (certificate) issued after a face-to-face identity verification + 2 proofs of identity + validated affiliation*
Identity
2 Trusted Electronic Signature using 2-factor authentication (email + SMS or shared secret)
3 Digital Signature (certificate) affixed to a document with a password + signing certificate validated at the time of signing
4 Trusted Electronic Signature: Proof of identity is provided in the ConsignO Cloud certificate and the audit log
5 Email address
6 Phone number
Authenticity
7 IP address
8 Secret code sent by SMS
9 Identification of the project creator
10 Attachment: audit log contains the signed original
1" The ConsignO Cloud digital signature (certificate) protects the document from alterations at every step in the signing process
12 The CertifiO digital signature (certificate) protects the document
Integrity
13 The ConsignO Cloud digital signature (certificate) protects the audit log from
14 The document is timestamped by the Notarius Certificate Authority
15 The document is automatically converted to PDF/A format which meets ISO 19005 for electronic archiving
Longevity
16 Notarius’ signature tools integrate the proofs of identity (LTA LTV) into the document for its entire lifetime

*Except notaries who are members of the Chambre des notaires du Québec
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Free 30-day trial info@notarius.com 1888 588-0011 Follow us


https://www.notarius.com/fr/
https://www.notarius.com/consigno-cloud-free-trial
mailto:info%40notarius.com?subject=Inquiry
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