
The 3 Types of Electronic 
Signatures
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3 TYPES OF SIGNATURES IN ELECTRONIC FORMAT
ELECTRONIC SIGNATURE 

This signature is simply an image, often a visual representation of a 
handwritten signature. As the signer’s identity is not verified, the document's 
legal reliability is very low.

CERTIFIO DIGITAL SIGNATURE

This signature is affixed through a digital certificate issued by a certification 
authority, allowing you to confirm the signer’s authority and to protect the 
electronic document.

CONSIGNO CLOUD TRUSTED ELECTRONIC SIGNATURE

This hybrid signature has many of the benefits of a digital signature and is 
used via a web platform with various ways of identifying and authenticating 
the signer’s identity.

Despite the plethora of electronic signature tools – or because of it – using an electronic signature remains 
an abstract concept. 
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PDF/A
The ISO 19005 archiving standard ensures the longevity of electronic 
documents. In PDF/A, the document can be opened, read and 
authenticated for several decades.
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The platform seals the signature project with a certified 
timestamp, ensuring the longevity and long-term archiving of 
the document.
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The platform seals the document’s integrity.

ANALYSIS OF A SIGNED ELECTRONIC DOCUMENT*

* Opened in an Adobe PDF viewer

+ ******

2 pieces of 
identification

Email SMS Phone call Shared secret

Face-to-face 
identity verification 

with an agent

PasswordDigital 
certificate

Charles Martin 
Signed with CertifiO (2018/03/14)
Verify with ConsignO or Adobe Reader

SignatureSignature

Anna Stewart
Signed with ConsignO Cloud (2018/03/19)
Verify with ConsignO or Adobe Reader

AUDIT TRAIL

ConsignO Cloud automatically 
generates a digitally sealed audit 
trail in PDF/A-3 that incorporates 
the signed document to ensure 
the reliability of the entire 
signing process.

ELECTRONIC SIGNATURE

As a simple image, this signature is not recognized by the software and does not 
appear in the Signatures Panel.
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The Certificate Details section contains all signature-related information.

CERTIFICATE AND SIGNATURE VALIDATION DETAILS
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   Signer’s ID

  Signer’s name

  Name of the certification 
authority

CERTIFICATION AUTHORITY 
A certification authority is a trusted third party that issues digital certificates to confirm a 
signer’s identity. The certification authority also offers ways to verify whether a certificate is 
still valid or has expired or been revoked.
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